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# 1. OWASP IoT TOP 10

HnBL P p
I1 Weak, Guessable, or Hardcoded Passwords
(B3 %A ~ ¥ IRIHABS KK BB
12 Insecure Network Services
(F % D enie R JRI%)
I3 Insecure Ecosystem Interfaces
(7 % 2B EH LA D)
14 Lack of Secure Update Mechanism
(L% 2D AT
I5 Use of Insecure or Outdated
(% 2% >8R i)
16 Insufficient Privacy Protection
(F A g )
17 Insecure Data Transfer and Storage
(7 % 2 eng AL @ Efoit i)
I8 Lack of Device Management
19 Insecure Default Settings
(F % > HAER % 7))
110 Lack of Physical Hardening
FZFHE rni)

I1 - Weak, Guessable, or Hardcoded Passwords
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12 - Insecure Network Services
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TE > B BE N RN U NR G o E RFEIL R RIS R LR HE T
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I3 - Insecure Ecosystem Interfaces
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I4 - Lack of Secure Update Mechanism
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IS - Use of Insecure or Outdated
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16 - Insufficient Privacy Protection

PR EE § Rk - LB AR T ok £
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I7 - Insecure Data Transfer and Storage
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SSH(Secure Shell) &t £ FTPS(FTP on SSL) % -

I8 - Lack of Device Management
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19 - Insecure Default Settings
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110 - Lack of Physical Hardening
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Software Defined Network 412 » & ¢ ¥ 5 i £ 8 o

gt ToT WA ¢ @ RIS HA - R F R R >

BFEBr LAY R FF R LRGSR G o ERAICTTKIE
BLE Bk Pl o B FERRELI A 2 RTRELR F o dom F R T
S - F I ARVE S NS o &

BRHTA I OTRE T FRAGAH LATTE > NEIRFBHE L5
LATEOP o doik f A 25 p # L AT# 0 > ¥ B p & { AT WP
FrowZ EH AT ZRF P I CTHRAELT AN L AT A E

BN TGER A -

BURY% CIoT X # % &% xf—mﬂkﬁz-)%g (it ALY N I S

WA cBMBE AR 230 2 B Aot E OB RIEE F o a2

BEREE A ITRAZ G FRMIEE doloT XA * G 4p
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RS EE T ST I

FRRERAFAP R A1 X FALR GO AS S LA
REEFRI DA BERE PR g5 22 BRTRIT BT S iEA M
JRIEE 1B KRBT A % msl o NAE R AR ST ld o pt I

Shodan PR7%4c } Nmap 1 & kB {FFE: v %> T A S 4p M P 2 J (73 Lo

— ~ Shodan =7/} 5 &%

o gl bR A 7 LI o F 2 & gk chttps:/www.shodan.io/explore °
Shodan % £ 34 B e crdo & 51 & > #7171 Google Search » ¥ #0&F |75 i 4%
I internet FNERLR K (H P & P BRE) o & F R EP - 24 Shodan
AR NBEAAR TR U FRT A AT TEER @
R R AR o 23R ¥ I & 2 40 Shodan 30F 5F 2 R A P F

FE o L S EHFFET 4% Shodan F 2 ok R IEF B O
(https://www.shodan.io/search/examples) °

# 2.Shodan #2%& 45 £ WP 4

¥ F B
ip X T EIFDIP EX:ip:192.168.1.1 »
net K LR WEHFDIP #F > EX: net:8.8.8.0/24 -
country F T E xS 0 EX: country:TW
city X TEPF B B> EX city:Taipei °
org HA0F - B UH AR B 2% > EX: org: "Ministry of
Education Computer Center" (8 0] 5 £ s §) o
port X TEPF i W > EXoport:23 ©
0s % TR IPHF NITE LI EXoos:linux °
product K TR AEF DA & LA EX:product:FUJT ©
version X T & FHF gk A > EX: version: 2.0 ©
hostname K TEAEF R LA 0 EX: hostname:edu.tw ©
http.status X TE FF il AR 35 EX: http.status: 200(F i 42) ~
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=7 F BN
http.status: 404(7# ¥ i@ &%) o
device X TEPF 0k i 4] > EX: device:webcam

geo R AATRHOF AR F 0 EX: geo:25.03,121.56,10
Lo HOF BB HE(25.03,121.56) 10 2 2 p ik o
vuln X THE B $v 0 EX: vuln:CVE-2019-19822 -

= L e
TR EOE RO RS RO S B RR OR P 1B B EI AR
(FB-)EF 3 BEcd ng s 23 0P

1.0 net:[H = IP # Bl port:23 k& T ¥ B~ ¥ L FIN § B Ff 23 01P

F AT AT 0 bR 3 A

@ sooan  [ENNENEEEI 6« cooc  Oowias  eots  DovoperProm  Enaprico Acces

*% Exploits *% Maps | Create Report
140.
144
B Taiwan,
Details
140.
W Taiwan,
Details
Taiwan 144
140.
etDic
m & Tawan r
Details
OpenSSH 4
Honeywell Building Network Adapter SU... 1
DirecWay satellite router teinetd 1
Cisco router telnetd 1 140.
B Tawan
Details

B] 3.7 * Shodan #7&F 7 B ol 3u 4 5 23 hdFhe B %

288 - S anEmF o (Details ) #F % 5 5 P A 40@ 4 977 o
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Q@ 140. View Raw Data 22 Ports

515
Taiwan

i= Services

Taiwan Academic Network (TANet) information Center
2018-12-26T22:18:04.598049

AS17713 03 sw

B4dd - Sk S%amimFn

3.7 2 Nmap P 20FE300 3% 5 4 82 23 3% 9100 5.7 B (B S5 5

Rl )

= Zenmap = O X
Scan Tools Profile Help

Target: | 140. v | Profile: v| |Scan| |Cancel

Command: |nmap -p 23,9100 140.

Services Nmap Output Ports /Hosts Topology Host Details Scans

0S 4 Host - |nmap-p 23,9100 140. v Details

W 140
Starting Nmap 6.47 ( http://nmap.org ) at 2018-12-27 09:30
& EEEaRy
Nmap scan report for 140.
mass_dns: warning: Unable to determine any DNS servers.
Reverse DNS is disabled. Try using --system-dns or specify
valid servers with --dns-servers
Host is up (©.88823s latency).
PORT STATE SERVICE
23/tcp open telnet
91e8/tcp open Jjetdirect

Nmap done: 1_IP address (1 host up) scanned in ©.87 seconds

B 5.02 Nmap £ =< Frzuenid &

(FR-)FA K5 FUIL L 8
1.2 net:[E = IP # #] product:"FUII" & 3% v B8 & =B p > 2 FUII

A A dof] 6 A7 e
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&% svooan  [EEED product "FUJI"

#% Exploits % Maps ® Share Search & Download Results

Taiwan 6

Q *

| Create Report

140.

B Taiwan
Details

140.

B Taiwan,
Details

140.

B Taiwan,
Details

Explore  Downloads  Reports  DeveloperPricing  Enterprise Access
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